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1. Introduction  

Databases as data storage media in an information system certainly have a very important role 
from the aspect of data privacy and usefulness in the completeness of the features of an information 
system, along with the development of technology, a database can no longer only be accessed via a 
server/localhost, but can also be accessed through a global computer network that is interconnected 
and can be accessed remotely with the use of internet services [1].  

In its development, data security has become an important part that cannot be separated in the 
implementation of an information system. The database as a data storage medium in the information 
system is ensured to have good security in order to maintain data privacy and the usefulness of the 
information system [2]. Data must be protected from all forms of possible threats by hackers who do 
not have access legally by taking preventive measures, such as penetration testing, which can simply 
be interpreted as a method of evaluating and testing the security of a computer system and network, 
including those relating to security. data[3]. 

This study discusses the security testing technique with the SQL injection method, which is a 
hacking technique with a focus on testing the database as a data storage medium, with the aim that 
website developers are more aware of the dangers of website vulnerabilities, and prevent data 
leakage [4]. 

The security test is carried out using a computer that uses the Windows operating system, the 
vega program as a tool to find vulnerabilities in a website, and SQLmap as a tool for penetration 
testing, to ensure that the website is vulnerable or not. The purpose of this research is to look for 
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 In this day and age, the use of the Internet has increased. SQL injection 
is a serious security threat on the Internet for various dynamic websites. 
As the use of the Internet for various online services increases, so make 
the security threats that exist on the Web. SQL injection attacks are one 
of the most serious security vulnerabilities on the Web. Most of these 
vulnerabilities are caused by a lack of input validation and the use of 
SQL parameters. SQLMap is an application from the Kali Linux 
operating system tha is useful for injecting data on a website by using 
the features available in this application. In this paper, author conducts a 
security assessment to detect attacks on a website, more precisely to 
detect SQL Injection attacks,using the K- Nearest Neighbor method and 
naïvbayes. The results obtained are that the website being tested has 
SQL Injection vulnerabilities, and the K-Nearest Neighbor method is 
the best method for this case because it has an accuracy of 94.2%. In 
comparison, the Naïve Bayes method has an accuracy of 80%.  
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website vulnerabilities, and make a report to the website developer, that the website is vulnerable to 
SQL injection so that the data in the database can be exposed. Therefore, it is hoped that from this 
research the developer will be more aware of existing vulnerabilities, and improve the structure of 
the website so that it is more secure from SQL injection attacks. 

The purpose of this study is to find the vulnerability of a website and use the vulnerability to get 
data on the website, and this is done so that the website knows that a big/small vulnerability can 
cause information leakage of website user data, an irresponsible party can misuse the website user 
information data, therefore, this research was conducted, so that the website developer knows the 
vulnerabilities that exist on their website. 

2. Method  

2.1. Previous Research 

In 2020 Abdul Djalil Djayali conducted a similar study on a web server for filling out study plan 
cards, digital forensic analysis is an action that forensic investigators must take to find out the source 
of an attack that occurs on a server that is being handled. The increasing use of the internet in the era 
of the industrial revolution 4.0 in higher education online services, compared to the security threats 
faced. SQL Injection attack is one of the web exploitation techniques that are quite old, but until 
now, the technique is still quite capable and effective. Most of these vulnerabilities are caused by the 
lack of input validation and the use of parameters in SQL queries. In this paper, an example of a 
SQL Injection attack will be given on the online study plan card (KRS) charging server. The 
conclusion from the tests carried out is that there is a serious vulnerability in the login parameters for 
student accounts and study programs where SQL Injection attacks with the comments method are 
tested nine times on the login page and can be bypassed. The numerical method using SQL also 
obtained data from the entire database contained in the web server. An IP blocklist must be done on 
the attacker's IP to apply the Digital Forensic Readiness Index (DiFRI)[5].Andria and Ridho 
Pamungkas also conducted similar research in 2020. The difference is that the research was carried 
out on the Android operating system using Termux. The results obtained in this research are that 
there is a security hole or vulnerability that allows for exploitation by hackers/hackers. It can display 
and access the database structure contained in the web server [6]. 

2.2. Research Steps 

In this study, there are several research steps to be carried out. These steps can be seen in Fig. 3. 

 

Fig. 1. SQL Injection Penetration Testing Research Steps 

The first step is to conduct a vulnerability assessment of the website using the vega tools. The 
function of this stage is to find a website's vulnerability and exploit it to get sensitive data on a  

website. Then if there are vulnerabilities, penetration testing will be carried out using SQL Map. 
26] To confirm the vulnerability if the website successfully exploits the website, the expected result 
is that the author can view and access the website database. The next step is to extract data from the 
website database as evidence that the website has vulnerabilities that can be exploited. Attackers can 
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access the information in the website database, the results of the dump information in the database 
are stored in Microsoft excel form, and the last step is to make reports and suggestions for website 
developers regarding website vulnerabilities. Yes, so there is a possibility that the data on the 
website database is scattered 

2.3. SQL Injection 

SQL injection is a technique for exploiting security vulnerabilities at the database layer of an 
application [7]. This cybercrime threat can occur because of inputs that are not properly filtered in 
its manufacture, so it creates a loophole that can be abused [8], an example of which can be seen in 
Fig. 1 

 

Fig. 2. How SQL Injection Works 

In the absence of a filter on the website url, most likely, the website is vulnerable to SQL 
injection[9]. For example can be seen in Figure 1, the address www.example/id.php?=1, behind the 
url address, there is a GET method, meaning that the url is requesting access to the database with the 
syntax, "Select * from example where id =1, here the database returns a value, to display all tables 
with id = 1, therefore, if the attacker knows the structure of the website's database, then the attacker 
can retrieve all existing data in the database of the attacked website [10]. Every year the attack with 
the highest percentage is SQL injection[11], which can be seen in Fig. 2 

 

Fig. 3. Security Comparison Each year 

From 2019 to 2022, the highest vulnerability on a website is SQL/SQL injection[12]. This 
vulnerability is very dangerous for website developers because attackers can retrieve data in the 
website database. In the second position, there is a vulnerability in Cross Site Scripting/XSS, and in 
the third, there is a vulnerability in CSRF tokens. 

2.4. SQLMap 

SQLmap is a tool used to perform penetration testing on a website by exploiting the variables 
contained on a website, either sent via POST or GET methods. This hacking technique that uses 
SQLmap is called SQLInjection[13]. POST method will send the variable value to the server 
separately, so the variable value is not visible[14], and GET it is a method of sending data using a 
query string, so all values in the form will be sent to the server/file side, and the values from you 
form will appear in the URL line/Address bar[15]. SQL Map is also an open-source tool which 

 Vol. 7, No. 1, June 2023, pp. 10-18  



 Herman et.al (ulnerability Detection with K-Nearest Neighbor and Naïve Bayes Method Using Machine Learning) 

detects and exploits SQL Injection. By performing SQL Injection attacks, an attacker can take over 
and manipulate a database on the server. 

2.5. Security Assessment / Testing 

Security testing is a process to find security vulnerabilities in software or application. In it, there 
will be various types of tests to ensure that the system you are developing is completely safe from 
various threats of cyber attacks[16]. There are several types of security testing, first one is 
vulnerability Scanning is a security test carried out through automated software to scan a web 
application to look for vulnerabilities such as SQL Injection, Cross Site Scripting, and other 
vulnerabilities [17], second is security scanning is a scan used to find vulnerabilities or unwanted 
file modifications in web-based applications, websites, networks, or file systems, third is penetration 
testing is a testing process by simulating a cyber attack on the system to be tested. This test will be 
carried out manually by a professional and certified pentester using various pentest tools and 
techniques [8], fourth is risk assessment through risk assessment, security risks faced by 
applications, software, and networks will be identified and analyzed. The security risks will then be 
classified into several categories, namely high, medium, and low[18], fifth security auditing is a 
structured method for evaluating security measures within a company[19], next one is ethical 
hacking is a security test carried out using all hacking techniques and other related computer attack 
techniques[20]. This testing process is carried out by ethical hackers who have obtained permission 
to explore the company's IT infrastructure more broadly, and last is posture assessment refers to the 
methodology used to improve risk management capabilities in companies. Posture Assessment 
combines several types of security testing, namely Ethical Hacking, Security Scanning, and Risk 
Assessment[21]. 

2.6. Database 

A database is a collection of data or information stored systematically. Databases are important 
tools to collect information, data, or files in an integrated manner [22]. There are several types of 
databases, the following types of database types is, first an operational database is also known as 
On- Line Transaction Processing. This type of database functions as a container for managing 
dynamic data in real-time or directly [23], second Database Warehouse This database is often used 
to perform data analysis and reporting. Database warehouse is considered a core component of 
business intelligence[24], third Distributed Database differs from a parallel system that is closely 
connected and has a single data system. This Database is not installed on a computer or similar 
device. This system is distributed through an incorporated site with no physical components [25], 
fourth is Relational Database organizes data based on a data relationship model. Many software 
tools use these relational databases to organize and maintain information through each data 
relationship, and last is End User Database This database is developed by end-users through their 
workstations. Various types of data files are created by themselves with a certain procedure. 
Examples include spreadsheets, word processing, and file downloads. Several attacks can be used on 
databases. First, namely DDoS attacks, DDoS attacks are the easiest to install and the most 
destructive, but over time these attacks have been overcome efficiently. Some cloud providers have 
overcome cloud infrastructure to prevent or reduce this attack. However, some solutions have yet to 
be able to detect all possible attacks perfectly. The purpose of this attack is to prevent users from 
enjoying the services provided by the server secondly, ransomware attacks. Ransomware is malware 
that can take systems hostage, most often by encrypting or stealing data and performing extortion. 
The observed ransomware attacks targeted vulnerabilities in the MongoDB database and, most 
recently, SQL Injection. This research uses penetration testing techniques to focus on SQL Injection 
attacks on the Operational Database. 

2.7. Naïve Bayes 

Naive Bayes is a suitable method for binary and multiclass classification. This method, also 
known as Naive Bayes Classifier, applies supervised object classification techniques in the future by 
assigning class labels to instances/records using conditional probabilities. Conditional probability is 
a measure of the chance of an event occurring based on other events that have (assumed, presumed, 
asserted, or proven) occurred. The term supervised refers to the classification of training data that 
has been labeled with a class. For example, a fraudulent transaction has been flagged as transactional 
data. Then, if you want to classify future transactions as fraudulent/non-fraudulent, that 
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classification will be referred to as supervised.The formula for the Naïve Bayes theorem can be seen 
in equation 1. 

 

With the equation above, it is explained that P(A) is the probability that A will occur, P(B) is the 
probability that B will occur, and P(A|B) is the probability that A occurs with evidence that B has 
occurred, while the probability that B has occurred with evidence that A has occurred.K-Nearest 
Neighbor. 

2.8. K-Nearest Neighbor 

The Nearest Neighbor algorithm can classify the similarity of a test data with other test data 
based on the closeness value of an attribute. Table 1 is a SQL Injection attack that can be measured 
by its weight or value. 

Table 1.  Classification For K-Nearest 

Attribute Weight 
Parameter 0,80 

SQL Error 0,70 

Filtering 0.60 

 

This research evaluates SQL Injection security vulnerabilities in a web-based system or 
application. Security vulnerabilities in SQL Injection in each case of a cyber attack can be learned 
from previous cases. The pattern of security holes in SQL Injection can be calculated using the 
closeness between the previous attack cases and the current attack. The equation for calculating the 
proximity of the K- Nearest algorithm can be seen in equation 2. 

 

Equation 2 is the formula for the distance between the two cases of SQL Injection attacks, T is 
the potential for the new attack, S is the previous attack, with W is the weight value of the K-Nearest 
attribute used. Based on Equation 2 and the SQL Injection attributes that have been formulated, a 
formula can be made or the possibility of an attack occurring. The formula can be seen in equation 
3. 

 

In equation 3, A is the closeness value of the parameter detection attribute, B is the weight of the 
parameter, C shows the closeness of the SQL Error, D is the weight of the SQL Error, E shows the 
closeness value of the filtering attribute and F is the weight of the filtering attribute. 

3. Results and Discussion 

Assessment Vulnerability Using Vega 

In this trial, the website used is www.bookplusapp.com. The results of the vulnerability 
assessment using vega can be seen in Fig. 4.  

 

Fig. 4. Vulnerability Assessment Results Using Vega 
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Vulnerability analysis on the website www.bookplusapp.com there are three vulnerabilities at a 
high level. Here the author only takes the vulnerability to SQL injection. The vulnerability that 
exists on the website is at the url www.bookplusapp.com/product_detail.php?id=9 with the GET 
method, meaning that the url is requesting a request to the database, The attacker may think that 
there is an id column in the product_detail PHP file. For example, there is a book product about SQL 
Injection, which is stored with id = 9, along with other information about the book. The book 
information is stored in the product_detail.php file, where this file will be stored and forwarded to 
the database. In this case, the attacker does not know the structure of the website's database. 
Therefore the attacker can take advantage of the PHP file parameters because this PHP file functions 
to pass on the information that is then stored in the database. To find the name of the database, along 
with the table where the information is stored, the attacker uses the id parameter in the 
product_detail.php file, where this parameter is the primary key in a database table. To find out the 
database structure of the website, use the SQL Map tool, where this tool functions to find the 
database structure of a website, by utilizing the SQL Injection vulnerability parameter on a website. 

Detection Using K-Nearest 

The results of the K-Nearest algorithm use 50 datasets, where later, this data will be trained with 
the help of machine learning. The results of the training data can be seen in table 2. 

Table 2.  Detection K-Nearest 

Value K-Nearest(website) 
Parameter 1,00 

Parameter Weight 0,80 

SQL Error 1,00 

SQL Error Weight 0,70 

Filtering Detection 0,80 

Filtering Detection Weight 0,60 

The results of table 2 get the Nearest or predetermined weight, the results of the training data get 
the weight in the parameter category of 0.80, the weight in SQL Error is 0.70, and the weight in 
Filtering detection is 0.60. From the results of table 2, it can be calculated the potential for 
attack/accuracy in the K-nearest Neighbor method. To calculate the potential for SQL Injection, 
equation 3 can be used. 

 

Accuracy = 94,2% 

The accuracy obtained using the K-Nearest Neighbor method or algorithm is 94.2% 

Detection Using Naïve Bayes 

Detection using naïve Bayes using machine learning k = 2 with SQL injection data set can be 
seen in Table 3. 

Table 3.  Classification Naive Bayes 

No Comment SQL Operator Logical SQL Keyword SQL 

1 --, #, -+, <, >, ==, OR, UNION, 

 ++, --, -“, !=, <=, AND, SELECT, 

 /*, */, /**/ >=, <<, NOR, ORDER, 

  >>, && XOR INFORMATION 

    SHCEME, 

    INSERT, 

    UPDATE, 

    DELETE, 

    FROM 

    DATABASE, 

    WHERE ,COLUMN,NAME 
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Comparison Accuracy 
Method 

100 

90 

80 

70 K-Nearest Neighbor Naïve Bayes 

Table 3 is the category used to create data sets, which will later be used to train data using 
machine learning. The data sets used are 50, and k = 2. The results of the data training using Naïve 
Bayes can be seen in Table 4 

Table 4.  Result Classification Naive Bayes 

No Data set Constant Classification 

1 50 K >= 3 40 

2 50 K < 3 10 

The results in table 4 can be obtained by using a dataset of 50, the SQL Injection classification 
that successfully detects SQL Injection vulnerabilities is 40, and those that do not include SQL 
Injection are 10. Furthermore, to find naïve Bayes accuracy, you can use equation 4 

                                                                                 

Equation 4 is used to find the accuracy/probability of SQL Injection using naïve Bayes, with 50 
trials with naïve Bayes classification K >= 3, and the result is 80% 

3.4 Penetration 

After getting the results using Naïve Bayes and K-nearest, then doing penetration testing to 
validate the vulnerabilities of the results of the methods used, penetration testing using SQL map 
tools, the results can be seen in Figure 5 

 
 

Fig. 5.         Penetration Testing Using SQLMap 

From the penetration testing results, we get database information on the website being tested. 
There are a total of 23 databases on the website. 

 

Fig. 6. Comparison Accuracy 

Can be seen in Figure 6 the comparison of accuracy between the K-Nearest Neighbor and Naïve 
Bayes methods. K-Nearest Neighbor has an accuracy of 94.2%, while Naïve Bayes has an accuracy 
of 80% 
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4. Conclusion 

From the results of experiments conducted to find SQL Injection vulnerabilities in the URL of a 
website, two algorithms are used to detect url parameters that may have vulnerabilities. The first 
uses the K-Nearest Neighbor algorithm, which has an accuracy of 94.2%, and the second method, 
the naïve Bayes method, is used, with the help of machine learning to facilitate research. The naïve 
Bayes method detects SQL injection vulnerabilities with an accuracy of 80%. In this study, the best 
method is the K-Nearest Neighbor method because it has a higher accuracy of 94.2%. If other 
researchers want to do the same trial, the authors suggest increasing the test data and data training 
used so that accuracy is better. 
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